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Chapter 1: Introduction
1.1 Welcome

Dear user, you are testing or you have acquired AXIGEN Mail Server, the right choice for
your e-mail messaging system for Linux and Windows. As you will soon realize, the server is
very easy to administrate and benefits from efficient technical support which makes AXIGEN
the ideal choice as a messaging system in any environment.

1.2 Purpose of this document

The purpose of this document is to provide a quick guide for the installation and
configuration processes of AXIGEN mail server. The document will take you through the
installation process and then enable you to initiate the configuration process. The initial
configuration process described in this document will include basic options such as creating
accounts and domains with WebAdmin, one of the multiple configuration options available in
AXIGEN Mail Server.

This guide provides a detailed procedure for connecting the ClamAV, SpamAssassin and
Commtouch applications, and also configuring compatible mail clients to work with AXIGEN.

For an in-depth overview of the configuration process and other configuration options,
please consult AXIGEN online documentation.

1.3 Related documentation

Additional information regarding AXIGEN can be found in the following documents:

¢ AXIGEN Online Documentation: http://www.axigen.com/docs/en/

o AXIGEN Knowledgebase, available on http://www.axigen.com/knowledgebase/index.php

e AXIGEN Forum, available on http://www.axigen.com/forum/
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1.4 About AXIGEN® Mail Server

1.4.1 What is AXIGEN Mail Server?

Keeping an eye on the current market and end user requirements GECAD Technologies
brought its new product ‘AXIGEN Mail Server’, with advanced technologies and messaging
services. AXIGEN Mail Server is an Internet-based mail server that provides messaging
services over the Internet via connections using a Transmission Control Protocol/Internet
Protocol (TCP/IP) network.

AXIGEN Mail Server sends mail messages using the Simple Mail Transfer Protocol (SMTP)
Messages can be retrieved using the Post Office Protocol version 3 (POP3), the Internet
Message Access Protocol (IMAP) and HTTP protocol (HTTP). For remote users AXIGEN
offers as a WebMail module.

The administration is easily done through a web interface (WebAdmin), Command Line
Interface (CLI) or configuration file.

AXIGEN MAIL SERVER is specifically designed for use in small businesses, corporate
environments or at ISPs.

1.4.2 Modular architecture

AXIGEN® Mail Server works on a modular architecture including current advanced Internet
messaging protocols/services. The figure below explains all modules of AXIGEN mail server:
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Figure 1: AXIGEN modular structure

The above figure presents the mail messages flow inside the AXIGEN mail server. The
message goes through various modules in the server and gets delivered securely to its
destination.
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1.4.3 AXIGEN Availability

Currently AXIGEN is available as AXIGEN Evaluation version, and as commercial editions:
AXIGEN Office Edition Free, AXIGEN Business Edition, AXIGEN Service Provider Edition
and AXIGEN Enterprise Edition.

The AXIGEN kit is available for download ONLY as evaluation version. You can switch at
any moment to a commercial edition by following a simple one-time purchase / registration
process.

Should you be happy with evaluating AXIGEN, there is a very simple process to use one of
the available AXIGEN Editions, while keeping the current configuration. All you have to do is
to install the License key received after the purchasing/registration process.

After purchase, you will receive the Registration Code, you should use it to register on
http://www.axigen.com and receive your own License Key.

To see a detailed description of our products, please visit the corresponding section of our
site.

144 AXIGEN components

All AXIGEN Mail Server modules: SMTP Incoming, Processing, SMTP Outgoing, Storage
Unit, POP3, IMAP4, POP3 Proxy, IMAP Proxy, WebMail, List Server, Log server, Reporting
and FTP Backup that define the AXIGEN Architecture are described in the dedicated
chapter of our Online Documentation.

1.4.5 Configuration

AXIGEN is delivered with fully functional configuration settings. You can change the mail
server's configuration to suit your needs and network specifics using the general server
configuration file (called axigen.cfg), the WebAdmin interface or the command line interface
(CLI). This Quick Installation and Configuration document presents the installation procedure
and the initial configuration steps to be taken using WebAdmin, the recommended
configuration option. For details on the other configuration options available with AXIGEN,
please consult the product’s online documentation.
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Chapter 2: Installing AXIGEN on Linux

This chapter includes the step-by-step description of the AXIGEN mail server installation and
configuration for Linux distributions. However, AXIGEN Mail Server is also available on
FreeBSD, OpenBSD, NetBSD and on Solaris 10. For BSD and Solaris installation
instructions, please see the Online documentation.

Before installing AXIGEN, it is highly recommended to check the product software/hardware
requirements and the list of supported platforms, all available here.

2.1 The Linux Installation Kit

The installation kit contains the evaluation version of AXIGEN Mail Server and is available
for download or on CD.

The AXIGEN installation kit available on CD includes two main directories:
e doc
e install.

The doc directory contains all the product-related documentation files; the install directory
contains the installation related files for supported distributions on i386, PowerPC and
SPARC platforms. It also contains AXIGEN Outlook Connector installation kits.

The AXIGEN installation kit available on http://www.axigen.com/mail-server/download/
contains the installation related files for supported Linux distributions on i386 platforms and
BSD supported versions.

2.2 Installation Steps

Here are the common steps required when installing the AXIGEN mail server on Linux
platforms:

e Download the required package (select the specific package according to your
Linux distribution) or browse the AXIGEN Installation CD. This installation kit
contains the evaluation version of AXIGEN Mail Server.

e Unpack the original installation kit. Use the installation kit provided by our partner
or the kit downloaded directly from our website. Unpack it using the standard tar
command:

tar xzvf <install-kit-file>

For example, to unpack the AXIGEN RPM package for the i386 architecture,
type in the same directory as the file:

tar xzvf axigen-6.x.i386.rpm.gcc3.tar.gz
e Login as root.

e Install AXIGEN using the standard package management application, specific to
your distribution. For example, in order to install the RPM package, you should use
the rpm command, from the same directory as the AXIGEN RPM file:

rpm —ivh axigen-version.<arch>.rpm

Copyright © 2008 Gecad Technologies S.A.
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For example, to install the rpm version 6.x for i386 architecture, the exact command
is:

rpm -ivh axigen-6.(x+1)-1.i386.rpm

Note:

Find more information on AXIGEN® installation in the INSTALL file of you
Installation Kit.

Configure AXIGEN: Before starting AXIGEN Mail Server, you should adjust some
settings, according to your specific environment (for instance setting the admin
password or enabling the default WebAdmin listener). You can do that by running the
AXIGEN Configuration Wizard. For more details, please refer to the Configuration
Chapter in this document.

Stop any other mail services (Sendmail, Postfix, IMAPD, Dovecot) or web
services (Apache) currently running in your system. If you fail to do that, the
corresponding AXIGEN Services will be disabled when first starting AXIGEN.

Start the AXIGEN server: To start the server, issue commands specific to your
Linux distribution. For instance, under RedHat and SUSE distributions, the AXIGEN
server can be started by issuing

letc/init.d/axigen start
Create domains/accounts for your AXIGEN® installation.

For more information about how to create domains/accounts in AXIGEN, please refer
to the Creating a New Domain section of this document.
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Chapter 3: Installing AXIGEN on Windows

The following section describes how to install the AXIGEN Mail Server on the Microsoft
Windows Server 2003 and Windows XP Professional operating systems.

3.1 The Microsoft Windows Installation Kit

The installation kit contains the evaluation version of AXIGEN Mail Server and is available
for download or on CD.

The AXIGEN installation kit available for download on http://www.axigen.com/mail-
server/download/ contains the installation related files for Microsoft Windows Server 2003
and Windows XP Professional operating systems.

3.2 Installation Steps

Here are the common steps required when installing the AXIGEN mail server on Microsoft
Windows Server 2003 and Windows XP Professional operating systems:

1. Launch the AXIGEN installation wizard

Double-click on the MSI installation file. The installation wizard will then be launched and
guide you through the installation steps.

2. AXIGEN Initial Configuration
After the installation completes, the AXIGEN Configuration Wizard will start and help you
automatically configure the AXIGEN Mail Server. For a thorough step-by-step walkthrough
see chapter 4.2 Running the AXIGEN Configuration Wizard for Microsoft Windows in this
document.

3. Start the AXIGEN Mail Server
In Windows, AXIGEN can be started or stopped via the Services console from Administrative
Tools. These are the following scenarios for opening the Services Console:

e From the Control Panel as expanded menu:
Start menu -> Settings -> Control Panel -> Administrative Tools -> Services

e From Control Panel as window switched to "Category view" (defaultin Windows XP):
Start menu -> Settings -> Control Panel,
Performance and Maintenance -> Administrative Tools -> Services

e From Control Panel as window switched to "Classic view":
Start menu-> Settings -> Control Panel; Administrative Tools -> Services

e Directly from command line:
Start menu-> Run option; "%SystemRoot%\system32\services.msc"

3.3 Files and Directories installed by the AXIGEN package

The files and directories installed by the AXIGEN package are divided in 2 locations, called
"install directory" and "working directory". They will be further referred to as INSTALLDIR
and WORKINGDIR. By default, both locations are set in the Program Files folder from the
system disk partition (%oProgramFiles%), and the Axigen Mail Server subfolder. The info in
the table below is also available in the Readme .txt file included in the AXIGEN installation
kit:

Copyright © 2008 Gecad Technologies S.A.
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Directory/File
INSTALLDIR\
INSTALLDIR\axigen.exe
INSTALLDIR\AxiWizard.exe

INSTALLDIR\doc\

INSTALLDIR\doc\RELEASE-NOTES.txt

INSTALLDIR\doc\README.txt

INSTALLDIR\doC\LICENSE.txt

INSTALLDIR\doc\LICENSE-others.txt

INSTALLDIR\examples\

INSTALLDIR\examples\axigen.cfg
INSTALLDIR\examples\smtpFilters.script
WORKINGDIR\

WORKINGDIR\run\

WORKINGDIR\run\axigen.cfg

WORKINGDIRYfilters\

WORKINGDIR\webmail\

WORKINGDIR\webadmin\

WORKINGDIR\mobile_ua.cfg
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Description

This is the AXIGEN daemon.

This is the AXIGEN Configuration Wizard.

These are the product release notes for
the current AXIGEN release.

This is the Readme .txt file.

Document containing the license for the
AXIGEN Malil Server.

This document contains various external
library collections included in AXIGEN
(OpenSsSL, PCRE, ICU, GD, BSD, Yahoo!
Domain-Keys).

This is the directory with sample
configuration files.

This is a sample configuration file.

This is a sample SMTP script file.

This is the main configuration file for the
AXIGEN server.

This directory contains various filtering
script files (AFSL, Sieve, SMTP).

This is the default directory used for
storing files pertaining to the AXIGEN
WebMail module.

This is the default directory used for
storing files pertaining to the AXIGEN
WebAdmin module.

This is the default mobile user agents
detection configuration file.

10
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Chapter 4: Configure and Work with AXIGEN

This chapter provides complete description on how to work with AXIGEN Mail Server.

4.1 Running the AXIGEN Configuration Wizard for Linux
Distributions

Aiming to enhance, simplify and render the initial setup automatic, the AXIGEN Mail server
includes the AXIGEN Configuration Wizard. In eleven easy steps, the wizard enables
system administrators to instantly set the admin password, configure the primary domain
and set up an interface for the WebAdmin management tool and also for the POP3 and
IMAP services. These actions were previously performed partly manually, partly using the
WebAdmin interface.

The AXIGEN Configuration Wizard is provided as part of all the AXIGEN Mail Server 6.x
installation packages, available for download on the AXIGEN site.

Firstly, the wizard needs to be launched by issuing one of the following commands,
depending on the platform you have installed the AXIGEN Mail Server on:

1. On Solaris and all Linux platforms:
/opt/axigen/bin/axigen-cfg-wizard
2. 0On OpenBSD and FreeBSD:
/usr/local/bin/axigen-cfg-wizard
3. On NetBSD:

/usr/pkg/bin/axigen-cfg-wizard

1. Configuring the Admin Password

After launching the AXIGEN Configuration I

Helcone to the Axigen Config Utility (u6.1.0%

Wizard, the first step you are prompted to
take is specify the admin password. The
password is required and therefore system
administrators must type at least one
character.

Use the Password field to type your
password and the Validate field to retype it
fOf Valldatlon. Iﬁr TRE key to junp Fron one control to another

Figure 2: Setting the Admin Password

To move from one field to another, please
use the Tab or Enter keys. To proceed to
the next step, when located on the Next button, press the Enter key.

11
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2. Configuring your Primary Domain

The next stage of running the wizard
consists in configuring AXIGEN's primary
domain. The wizard will automatically
detect the machine’s FQDN (Fully
Qualified Domain Name) and based on it
will propose the domain name as primary.
If no domain can be detected, the default
‘localdomain’ will be displayed. System
administrators can edit the fields of this
tab at any time.

[x] Enable Groupuare {(Sharing)

Usze TAB key to junp from one control to another

. L . Figure 3: Primary Domain configuration
In the Primary Domain field, the wizard

will display the automatically detected domain. Use the Domain Location field to edit the
default storage path for the primary domain, /var/opt/axigen/domains. To configure
the primary domain password for the account postmaster, use the Postmaster account
password field.

To move from one field to another, please use the Tab or Enter keys. To proceed to the next
step, when located on the Next button, press the Enter key.

3. Alias Configuration

When running the wizard, this steps allows I
system administrators to select the alias they | ORI EATTE
would like to configure for the primary
domain defined at the previous step. There
are three available options:

¢ Redirect all mails for root account to
postmaster

e Add the ‘'localhost' alias to this
domain

e Add the 'localhost.localdomain’ alias
to this domain

Uze TAE key to jump from control to another

Figure 4: Alias Settings
To select or deselect one of the listed options,
press Enter.

4. Configuring the WebAdmin Interface

This following step performed by the |
AXIGEN Configuration Wizard is to select
the WebAdmin Interface.

The wizard will list all the existing interfaces
with their respective IP addresses and
ports, enabling system administrators to
select a listener for WebAdmin. In the
previous versions, the WebAdmin was
initially accessed on its default listener,
http://127.0.0.1:9000/. Figure 5: Adding a new domain

lze THB key to jump from control to another

12
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Select one of the listed interfaces, then move to the OK button (using the Tab or Enter keys)
and then press Enter again.

If you choose the first option, all, all the listed interfaces will be used as listeners for the
WebAdmin management tool. If you choose a different interface, you will be prompted to
confirm the choice you have made.

5. Configuring the SMTP Interface
The next step performed by the AXIGEN S N o T B SR ]
Configuration Wizard is to select the
SMTP Interface. The wizard will list all the
existing interfaces with their respective IP
addresses and ports, enabling system
administrators to select a listener for
SMTP.

Select one of the listed interfaces, then
move to the OK button (using the Tab or
Enter keys) and then press Enter again. If
you choose the first option, all, all the listed Figure 6: SMTP Interface Selection
interfaces will be used as listeners for the

SMTP service. If you choose a different interface, you will be prompted to confirm the choice
you have made.

SHTP Interface

Use TAB key to jump from one control to another

6. Services Selection

The sixth step of the automatic Tt
configuration process allows system T e T e e
administrators to select the active services
for the AXIGEN server. For each of the
selected services, POP3, IMAP or
WebMail, further settings are available
within the following steps. If none of the
three services is enabled, the wizard will
skip directy to step 10 of the
configuration. To select or deselect one of Use 1D keu o ump fron ane control to snother
the listed options, press Enter.

Figure 7: Selecting Services

7. Configuring the POP 3 Interface

The next step performed by the AXIGEN
Configuration Wizard is to select the POP3  frmessrerwr s
Interface. The wizard will list all the existing e
interfaces with their respective IP addresses
and ports, enabling system administrators to
select a listener for the POP3 service.

Select one of the listed interfaces, then
move to the OK button (using the Tab or
Enter keys) and then press Enter again. If
you choose the first option, all, all the listed
interfaces will be used as listeners for the

Usze TAB key to junp from one control to another

Figure 8: POP3 Interface Selection

13
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POP3 service. If you choose a different interface, you will be prompted to confirm the choice
you have made.

8. Configuring the IMAP Interface

Step 8 performed by the AXIGEN Helcome to the A
Configuration Wizard is to select the IMAP
Interface. The wizard will list all the existing
interfaces  with  their respective IP
addresses and ports, enabling system
administrators to select a listener for the
POP3 service.

Select one of the listed interfaces, then
move to the OK button (using the Tab or Use_TAB key to_jun fron one control to another

Enter keys) and then press Enter again. If

you choose the first option, all, all the listed interfaces will be used as listeners for the POP3
service. If you choose a different interface, you will be prompted to confirm the choice you
have made.

Figure 9: IMAP Interface Selection

9. Configuring the WebMail Interface s
For the next step, the AXIGEN
Configuration Wizard will allow system
administrators to select the WebMail
Interface. The wizard will list all the existing
interfaces with their respective IP addresses
and ports, enabling system administrators to
select a listener for the WebMail service.

ebHail Interface

Select one of the listed interfaces, then

move to the OK button (using the Tab or Figure 10: WebMail Interface Selection
Enter keys) and then press Enter again. If you

choose the first option, all, all the listed interfaces will be used as listeners for the WebMail
service. If you choose a different interface, you will be prompted to confirm the choice you
have made.

10. Configuring Relay Policies

The AXIGEN Configuration Wizard will then
prompt system administrators to select the
networks allowed to relay emails through -
the AXIGEN server without prior : o i, < Suthentication:
authentication. To select or deselect one of
the listed options, press Enter.

Helcone to the Axigen C

When one of the available networks is
selected, a script configuring a Relay Policy
|S automatica”y Cl"eated. IJ_c,n THE key to junp fr 1 to another

For details on Relay Polices, please see Figure 11: Relay Policies Configuration
the corresponding section of the online

documentation.

14
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11. Sendmail Wrapper Configuration

This configuration steps is required if
system administrators want command line
applications such as mailix to be able to
send emails via AXIGEN. Such
applications use the Sendmail Wrapper
which thus needs to be configured to work
correctly with AXIGEN.

The Wizard describes in detail the actions
taken when selecting "Yes" at this step.

The Wizard will initially display a message
prompting you to wait for the changes to be
applied to your existing configuration and
will then respond with a successful
operation message. After completing these
steps, the wizard will display a message
summarizing the steps just taken. It will
also instruct system administrators to start
the AXIGEN service and then access the
WebAdmin interface on the selected IP-
port combination.

Troubleshooting

Firstly, on some distributions, the operating system sets the console display encoding to
UTF-8. Thus all the wizard’s messages would be displayed incorrectly. For troubleshooting,

please consult this Knowledgebase article.

Secondly, if any other message except the successful one is displayed by the wizard after

taking the configuration
support@axigen.com.

steps,

please contact
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H:l.cw Lurln.- Ha.iiucvu |Fr]l.ifi.k IJl.,il%.Eu. ’.vﬁ‘?,l:l?
45 s up-I0 bits For the AXIGEM's
ndmail ¥
the File emisted Lo
sendnail to .ruF?{auigen{hin-‘:endnail
conmand line appications (mails. php. ete) will
zend enails via Axigen.
Yes.
I!f:? TAB key to jump from one control to another
Figure 12: SendMail Wrapper Configuration
rooth o &
H:l.cw Lurln.- Ha.iiucvu |Fr]l.ifi.k IJl.,il%.Eu. ’.vﬁ‘?,l:l?
Figure 13: Success Message
the AXIGEN Support team at
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4.2 Running the AXIGEN Configuration Wizard for Microsoft
Windows

The AXIGEN Configuration Wizard is provided as part of all the AXIGEN Mail Server 6.x
installation packages. Starting with version 6.x, the AXIGEN Mail server also includes an
AXIGEN Configuration Wizard for Microsoft Windows. Aiming to enhance, simplify and
render the setup automatic, the wizard follows seven easy steps and thus enables system
administrators to instantly set the administrator password, configure the primary domain and
select the active services for the AXIGEN server.

1. Launching the AXIGEN Configuration Wizard

From the Start menu of the Microsoft Windows Shaesess
operating system, locate the Axigen Mail Server [Relall= oy

entry in the Programs list and highlight it. A  EeeVHETN NI
couple of AXIGEN shortcuts will then be
displayed on the right. Left click on the Axigen
Config Wizard option to launch the wizard.

i' Nt | Carcel I

Figure 14: AXIGEN Configuration Wizard

2. Configuring the Admin Password

After starting the AXIGEN Configuration Wizard, LEEEEETEEES

the first step you are prompted to take is to E-)=T=1g]

specify the admin password. The password is Configuration Wizard
mandatory, therefore system administrators must
type one in and confirm it.

Plaase drter thi Axkgen Advanistrator password

< Back | Naxt > I Carcel |

Figure 15: Configuring the Admin Password

16
Copyright © 2008 Gecad Technologies S.A.

http://www.axigen.com




L 1]
,

o
e®s,

o'

Quick Installation and Configuration Guide

| |
%

The Mail Server for
IT Professionals

3. Configuring Your Primary Domain

The next stage of running the wizard consists in configuring AXIGEN’s primary domain. The
wizard will automatically detect the machine’'s EErErEE
FQDN (Fully Qualified Domain Name) and based xigen
on it will propose the domain name as primary. If no =
domain can be detected, the default ‘localdomain’

Configuration Wizard

will be displayed. System Administrators can edit ="
the fields of this tab at any time.
Domain name [ exammple.org
In the Domain name field, the wizard will display  sesesen BT e ——

the automatically detected domain. Use the  remsee sontpsmod [cees

Domain Location field to edit the default storage esmwaams: =

path for the primary domain, C:\Program

Files\Axigen Mail Server\domains. To configure the et (e G|

primary domain password for the account

postmaster, use the Postmaster account
password field.

Figure 16: Configuring Your Primary Domain

To proceed to the next step, left click on the Next button.
4. Alias Configuration

When running the wizard, this step allows system [IZERETTEED
administrators to select the alias they would like to Bxigen
configure for the primary domain defined at the NEUNIHECORLIZ]e
previous step. There are two available options:

Flease select which slaces to configure For domain: example.ong

e Add the 'localhost' alias to this domain Abas confipration
e Add the 'localhost.localdomain' alias to this S e s e o
domain ¥ A the Socohost Jocoldoman akas to this daman

Check the box in front of the option you want to
enable and then left click on Enter to proceed to the

coak  |[ Wt | el |

next configuration step.
Figure 17: Alias Configuration

5. WebAdmin Services Selection

The fifth step of the automatic configuration process
allows system administrators to select the active
common services for the AXIGEN server, as well as
the listening interfaces and ports for each of them.

Plagss alact the Sarvieas yid wank bo enable in Adgen

Enable Service Interface Port
i = [
F Webadnin [10.0.0.1 =1 | 2000
= SMTP [ =1 [=
= PoR3 | =] [110
3 o] | =l [rez
I Wabmal | aa = Joo

i

< Bach | | Carcel |

Fiaure 18: WebAdmin Services Selection
17
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6. Configuring Relay Policies

The AXIGEN Configuration Wizard will then prompt CEEEESTEEmmers
system administrators to select the networks allowed E=3{l=T=Tg]

to relay emails through the AXIGEN server without (fbnﬁguration Wizard
prior authentication. Check or uncheck the box in

Pleaca select which network inteef ates are allowed 1o relay smalk theough Auigen mthou:

front of the option you want to enable, respectively =

Ralay configur ation

disable.

Ireesfaces |
. . 10.0.1, 1294255, 755.255.0
When one of the available networks is selected, a B 127.00.55.00.0

script configuring a Relay Policy is automatically
created. For details on Relay Polices, please see the

corresponding section of the online documentation.

< Back | Firish I Careel |

To finish the configuration process, left click on the
Finish button.

Figure 19: Configuring Relay Policies

7. Completing the AXIGEN Configuration Wizard

Within the last step of the configuration wizard, all
settings made at the previous phases are now put @xigen
into practice. The screen will first display the full list C:anigLJl'ation Wizard
of configurations that need to be completed.

s dtuk A
As each configuration is finished successfully, an OK i i
accompanying a green icon will be displayed on the e
right side of the respective setting. Danwe

Caizerdnmlm

=

Figure 20: AXIGEN Configuration Wizard in Proaress

After completing the configurations, the wizard EEEEEEET]

screen will also show the WebAdmin link and the E=3relaT=Te]

Exit button will be highlighted. Left click on Exit to ﬁbnﬁQurationWizard

close the AXIGEN Configuration Wizard.
i itk o
Configus sisses [V 4
Conligurs Wabadrmin o
Configure SMTF G o
Configurie POPS aox
Configure IMAP 0K
Configure Wisbenasd [V
Configure relay rterfaces W O
WebAdmn: . bitg:/10.0.0.1:0000 Exk

Figure 21: AXIGEN Configuration Wizard Completed
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Chapter 5: Working with WebAdmin

You can now login to WebAdmin. Start your Web browser and enter the IP/port pair you've
configured. According to the example in Chapter 4, the default address is
http://127.0.0.1:9000. Login using the admin username and the password you've previously
set.

xigen
E “= WebAdmin

Username  Exll
Password

Figure 22: Login to WebAdmin
5.1 Creating a New Domain

The AXIGEN mail server stores each created domain in a unique domain location. This
location is specified when creating the domain and will result in an error if a second domain
is created on the same location. The default location displayed by AXIGEN is
/var/opt/axigen/domains. To create a new Domain, please follow the steps presented
below

1. Click on the Manage Domains tab. The following page is displayed.

Manage Domains @* Add Domain

¥ Domain created!

Alphabetical List Domain Search

I # Domain Name Actions
1 localdomain Primaty Damain EDIT # || DELETE =
@ mycompatny: com HAKE ERIMARY, D) LOEETE X
3 zubrl localdomain MAKE PRIMARY EDIT # | | DELETE %

Figure 23: Displaying domains in WebAdmin
2. To add a new domain, hit the Add Domain button displayed in the upper right corner
of the Domain list.
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Note: You can add a domain as a subdomain. The administrator selects a domain before
creating the subdomain and the subdomain automatically inherits the name of the parent
domain as a suffix. Therefore, if a domain on the server ends in a substring that is the name
of another domain on the server, the latter is the parent domain and the former its
subdomain.

3. Type the name of your domain in the Domain name text box. Please note the name
of the domain cannot include special characters.

Note: AXIGEN is RFC compliant in terms of characters you can use when creating new
domains and/or accounts. Please refer to the relevant RFC standard, Internet message
format, available for instance on http://www.fags.org/rfcs/rfc2822.html.

4. Specify a password to protect the selected domain in the Postmaster password
field.

5. Check the Enable MACL Support option so users in belonging to this domain will be
able to set different permission levels on their folders in order to share them.

6. Only on domain creation you have the option to configure storage location details by
clicking the Show button. Detailed information on storage is available in the
corresponding Mail Server Architecture chapter.

(i3]
@ Top level domain
C}Subdommnnf
Meswy domain name: My COMPEny COm
Postmaster passwword: [TITTITY] Set Random |
The passward has been randomiy set to; xfgzpinm
|:| Enable groupware support
Storage location details: | Show
¥ Advanced Config Quick Add |

Figure 24: Adding a new domain using WebAdmin

7. Hit the Quick Add button to have the domain created with all the default parameters.

8. Hit the Advanced Config link to edit the domain-specific parameters according to
your preferences. An in-depth presentation of AXIGEN domain-specific parameters is
beyond the purpose of this document. For more relevant information, please refer to
the product’'s online documentation.
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Configure Domain:

[hommin Miwssige Meimnign Accaumi

Ganmal -
i | Allases Fittars Appandar Delaubs

ingL

[ P e T ]

Lervicom

Seiwiee narme Aclinne

coQC0OQ00
-

Figure 25: Configuring domain specific parameters
9. Press the Save Configuration button (lower window section) to save your changes.

You have successfully created a new domain. You can see the domains you have created
on the server at any time by clicking the Manage Domains tab.

Note: After defining your first domain, it will be set as primary domain. This will be
considered your default domain for all incoming mail. You can make any domain primary at
any time by pressing the corresponding Make primary button in the Domain list.
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To add a new account to an existing domain:

1. In the WebAdmin page click on Manage Accounts tab.

-
R
* 00
"”
L *%

The Mail Server for

IT Professionals

2. Click on the domain for which you want to display the existing accounts or to add a
new account. In the example below, the accounts for the mycompany.com domain

are displayed.

Alphabetical List Accourt Search |
Domain | 2 Account Name
Fitter domsins 1 anthony taylor
. 2 carol jensen
localdomain.com 3 clavic moore
Mycompany.com 4 laura white

3 lincha sevilzon
Domains 1-2 of 2 & e

7 rtorres

g postmaster

g zarah jacob

Showy |15 |8 | accounts per page

Figure 26: Displaying accounts for a specific domain

Actions

EDIT #

EDIT #

EDIT #

EDIT #

EDIT #

EDIT #

EDIT #

EDIT #

EDIT #

DELETE %

DELETE x

DELETE »

DELETE =

DELETE =

DELETE x=

DELETE

DELETE =

3. The existing accounts for the domain you have selected are displayed. In order to
create a new account, hit the Add Account button. The domain you are creating the
account in is displayed in the Domain name field if you have already selected a
certain domain. If you press the Add Account button prior to the domain selection,
you will have to type the desired domain. Specify a name for the account you are
creating in the Account name text field. Type a password of choice in the Account
password text field or click the Set Random button to select a random password
combination. When using this button, the password randomly assigned is displayed

under it.
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=1 Add Account |

N

F -

=

Ciomain name: |mycompany Com |

First name Last name
Patricia | [piler |

Account name: patricia . miller MY COMPanyy .Cam

Account passvord: |******** | i=et Random |

The password has been randomiy set to: RXOJUORD

Mate: Accourt setttings are inherited from the domain defaults

¥ Advanced Confic Quick Aj}l\ |

. r

Figure 27: Adding a new account to an existing domain

4. To add the account, press the Quick Add button. For advanced account settings,
press the Advanced Config link and the pages below will be displayed. Edit the
account-specific parameters to suit your needs or leave them with their default
values. An in-depth presentation of AXIGEN account-specific parameters is beyond
the purpose of this Quick Installation and Configuration Guide. For more relevant
information, please refer to the product’s online documentation.

- /
el Account Quotas and | Webmail Message ggggi#e
| Aliases Restrictions = Options Filters Restrictions
Settings =~
First name Last name
patricia | |mi||er |
Account name: pratricia.miller (G COMmEEny Com
A it d: [essesses | SetRancom
Inherit configuration details from: | mycompany .com defaut L'
Services =)
The services helow are inherited from mycompany com accourt defaults. @
- Services bled for this
Service name Actions
& SMTP Receiving DISAELE m
& SMTP Sending DISAELE m
& PoOP3 DISAELE m
& IMap DISAELE m
© Remote POP EHAELE »
& vebmail DISAELE m

Figure 28: The Account Pages

5. Press the Save Configuration button to save your changes.

You have successfully added the 'patricia.miller' account to the 'mycompany.com' domain.
For further details on accounts advanced settings, see Accounts section.
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5.3 Connecting ClamAV, SpamAssassin and Commtouch

To make sure your mail traffic is free of viruses or spam, connect the ClamAV Antivirus
application and SpamAssassin and Commtouch Anti-spam applications.

AXIGEN implements a proprietary filter scripting language that allows you to implement
connectors for any Antivirus and Antispam applications. By default, AXIGEN comes with
connectors for ClamAV Antivirus and SpamAssassin and Commtouch Anti-spam
applications.

Starting with version 5.0, the SpamAssasin application is bundled (meaning it is included in
the AXIGEN installation kit). In order to start the Bundled SpamAssasin, you need to run the
“axigenfilters” script. The start/stop/restart actions for the ‘axigenfilters” script, follow the
instructions in the corresponding online documentation chapter.

For details on integrating ClamAV, please see the dedicated article on our site.

Commtouch offers real time antispam protection. AXIGEN now connects to Global Detection
Centers which analyze large volumes of Internet traffic and identify and prevent new spam
outbreaks.

5.4 Accessing AXIGEN WebMail

Now that your mail server is fully functional, you can access WebMail to send and receive
test messages. WebMail can be accessed at the default address: http://127.0.0.1:8000/.

To log on to AXIGEN WebMail use one of the email accounts created using the procedure in
Adding an Account to an Existing Domain. Enter the full email address in the username field.

=/ xigen WEBMAIL

Login to your Axigen email account

Usermame: paticiamiller @ | mycompany.com
FPassword:

[ ] Remember username . Login

Click here to use a secure connection

Copyright 2004-20058 Gecad Technologies Powvered by Sxioen Mail Server

Figure 29: WebMail Login Page
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5.5 Configuring Other Services

You can enable the WebMail module from the "Services Management" tab. Make sure you
also configure the "Listeners" from the "WebMail" tab so that WebMail can be accessed via
this IP/port address.

Important:  There is one "Listeners" section on the service configuration page for each
AXIGEN service. Make sure you configure correctly the listeners for each service
you want to run. At a minimum, you should configure the Listeners for the
"SMTP-In", "POP3", "WebMail" services, using corresponding IP/port addresses.

Now you have successfully installed AXIGEN Mail Server and created a new domain and a
new account. This completes your quick installation and configuration training. Your AXIGEN
Mail Server is currently functional.

5.6 Advanced Configuration Options for the AXIGEN Mail Server

After going through the installation and initial configuration steps, AXIGEN Mail Server is
working based on its default server configuration file (axigen.cfg). You can subsequently use
the following methods to obtain the most out of your AXIGEN Mail Server:

e Use AXIGEN WebAdmin interface to configure AXIGEN Mail Server — the easiest
and most recommended method:;

e Use AXIGEN command-line interface (CLI) to configure AXIGEN Mail Server;
¢ Manually edit the configuration file.

For more information about these advanced configuration options available in the AXIGEN
Mail Server, please consult the product’s the Online documentation.

5.7 Working with AXIGEN’s Personal Organizer

Having time management and mobility needs in mind, starting with version 4.0 a Personal
Organizer module is available from both AXIGEN’'s WebMail interface and the email client
El Outlook. The Personal
= Organizer is therefore available
Bxigen maIL SERVES for Business, Enterprise and
OUTLOOK CONNECTOR Welcome to the AXIGEN ISP Editions of AXIGEN and
Outlook Connector 6.1.0 comprises tools such as
Install Setup Wizard .

calendar, tasks, journal, notes
and collaborative support. The
newly implemented AXIGEN

q'%'l AXIGEN Outlook Connector 6.1.0

The Sedup Wizand wll install AXIGEN Outhook

e b B cpou Outlook Connec'gor _ enhances
bk Maet b contings or Cancel to sxk the the communication of
Setup ‘Wizard,

Microsoft's email client with the
AXIGEN server, thus making
the Personal Organizer
available for Outlook users.

Furthermore, the AXIGEN
Outlook Connector, a fresh
L_tet | [ caxest | | application  which  allows
Microsoft Outlook users to take

Figure 30: AXIGEN Outlook Connector Setup Wizard
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full advantage of all AXIGEN's features and capabilities, is also provided to our users. The
AXIGEN Outlook Connector 6.x implements most Exchange-like features, including server-
side Search Folders (such as Unread messages or Large Messages) which enables users to
easily locate messages based on various filters. The new application also allows new folders
creation on the server directly from Outlook.

For a detailed usage description for the Personal Organizer in AXIGEN's WebMail Interface,
please see the corresponding chapter of the online documentation. For instructions on
Calendar, Notes, Journal and Tasks usage in Outlook, please see the application's help.

For complete information on how to install the AXIGEN Outlook Connector and on how to
further configure your Outlook email client, see the corresponding section of our online
documentation.

5.8 Configuring Mail Clients for Use with AXIGEN

Apart from AXIGEN WebMail, you can use various IMAP and POP mail clients to retrieve
your AXIGEN mail. Each email client requires a specific configuration procedure when
setting up your IMAP/POP service. Here are the configuration steps for some of the most
common email clients (compatible with AXIGEN Mail Server). To see instructions for other
compatible mail clients, see the corresponding articles in the AXIGEN Knowledgebase.

5.8.1 Setting up Your POP3 account for Outlook Express 6

The following steps are required when setting up your POP3 account for Outlook Express 6:
1. Open Outlook Express.

Click the 'Tools' menu, and select 'Accounts...".

Click 'Add', and then click 'Mail...".

Enter your name in the 'Display name:' field (e.g. 'John Doe"), and click 'Next'.

a M w DN

Enter your full email address in the ‘'Email address:' field (e.g.
'john.doe@example.com’), and click 'Next'.

6. Select POP3 as your incoming mail server, enter the AXIGEN POP server name in
the 'Incoming mail (POP3, IMAP or HTTP) server:' field and enter the AXIGEN SMTP
server name in the 'Outgoing mail (SMTP) server:' field.

7. Click 'Next'.

8. Enter your username in the 'Account name:' field (e.g. 'john.doe@example.com’).
Enter your password in the 'Password:' field, and click 'Next'.

9. Click 'Finish'.

If the server requires POP3/SMTP over SSL, continue with the following: |

10. Select your account and click 'Properties’.
11. Click the 'Advanced' tab.

12. Check the box next to 'This server requires a secure connection (SSL)' under
‘Incoming mail (POP3)'. The port will change to 995.

13. Check the box next to 'This server requires a secure connection (SSL)' under
'‘Outgoing Mail (SMTP)'.

14. Enter '465' in the 'Outgoing mail (SMTP):' field.
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If the outgoing (SMTP) server requires authentication (default in AXIGEN), continue with the
following, else jump to step 16:

15. Click the 'Servers' tab, and check the box next to '‘My server requires authentication'.
16. Click 'OK.

5.8.2  Setting up Your POP3 account for Mozilla Thunderbird

The following steps are required when setting up your POP3 account for Mozilla
Thunderbird:

1. Open Mozilla Thunderbird.

Click the 'Tools' menu, and select 'Account Settings...".
Click 'Add Account'.

Select 'Email account' and click 'Next'.

Enter your full name in the 'Your Name:' field (e.g. 'John Doe").

o g bk~ w N

Enter your full email address (e.g. john.doe@example.com) in the 'Email Address:'
field, and click 'Next'.

Select 'POP3' as the type of incoming server you are using.

8. Enter the AXIGEN POP3 server address in the 'Incoming Server:' field, and click
'‘Next'.

9. Enter your username including the domain name (e.g. 'john.doe@example.com’) in
the 'Incoming User Name:' field, and click 'Next'.

10. Enter a name for your email account in the 'Account Name:' field, and click 'Next'.
11. Verify your account information in the dialogue box, and click 'Finish'.

If the server requires POP3/SMTP over SSL, continue with the following:

12. Click the 'Server Settings' tab.
13. Select 'SSL' from the 'Use Secure Connection' option.

14. Click the 'Outgoing Server (SMTP)' tab, select your account SMTP server, press
'Edit' and select 'SSL' from the 'Use Secure Connection' option.

If the outgoing (SMTP) server requires authentication (default in AXIGEN), continue with the
following, else jump to step 16:

15. Check the box next to 'Use name and password’ and enter your username, including
the domain name (e.qg. 'john.doe@example.com’).

Make sure you use the AXIGEN SMTP server for outgoing messages:
16. Click your account SMTP server, then click 'Set Default'.
17. Click 'OK".
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5.8.3 Setting Up Your IMAP account for Outlook Express 6

The following steps are required when setting up your IMAP account for Outlook Express 6:
1. Open Outlook Express.
2. Click the 'Tools' menu, and select 'Accounts...".
3. Click 'Add’, and then click 'Mail...".

4. Enter your name in the 'Display name:' field (e.g. 'John Doe"), and click 'Next'.

5. Enter your full email address in the 'Email address:" field (e.g.

'john.doe@example.com’), and click 'Next'.

6. Select IMAP as your incoming mail server, enter the AXIGEN IMAP server name in
the 'Incoming mail (POP3, IMAP or HTTP) server:' field and enter the AXIGEN SMTP

server name in the 'Outgoing mail (SMTP) server:' field.
7. Click 'Next'.

8. Enter your username in the 'Account name:' field (e.g. john.doe@example.com’).
Enter your password in the 'Password:' field, and click '‘Next'.

9. Click 'Finish'.

If the server requires IMAP/SMTP authentication over SSL, continue with the following:

10. Select your account and click 'Properties’.
11. Click the '‘Advanced' tab.

12. Check the box next to 'This server requires a secure connection (SSL)' under

‘Incoming mail (IMAP)'. The port will change to 993.

13. Check the box next to 'This server requires a secure connection (SSL)' under
'‘Outgoing Mail (SMTP)'.

14. Enter '465' in the 'Outgoing mail (SMTP):" field.

If the outgoing (SMTP) server requires authentication (default in AXIGEN), continue with the
following, else jump to step 16:

15. Click the 'Servers' tab, and check the box next to 'My server requires authentication'.
16. Click 'OK".

5.8.4  Setting Up Your IMAP account for Mozilla Thunderbird

The following steps are required when setting up your IMAP account for Mozilla Thunderbird:
1. Open Mozilla Thunderbird.
2. Click the 'Tools' menu, and select ‘Account Settings...".
3. Click ‘Add Account'.
4. Select 'Email account' and click 'Next'.
5. Enter your full name in the '"Your Name:' field (e.g. 'John Doe').

6. Enter your full email address (e.g. john.doe@example.com) in the 'Email Address:’
field, and click 'Next'.

7. Select 'IMAP' as the type of incoming server you are using.
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8. Enter the AXIGEN IMAP server address in the 'Incoming Server:' field, and click 'Next'.

9. Enter your username including the domain name (e.g. 'john.doe@example.com’) in
the 'Incoming User Name:' field, and click 'Next'.

10. Enter a name for your email account in the ‘Account Name:' field, and click 'Next'.
11. Verify your account information in the dialogue box, and click 'Finish'.

If the server requires IMAP/SMTP over SSL, continue with the following:

12. Click the 'Server Settings' tab.

13. Check the box next to 'Use Secure Connection (SSL)".

14. Click the 'Outgoing Server (SMTP)' tab and check 'SSL'.

If the outgoing (SMTP) server requires authentication, continue with the following, else jump
to step 16:

15. Check the box next to 'Use name and password' and enter your username, including
the domain name (e.g. 'john.doe@example.com’).

Make sure you use the AXIGEN SMTP server for outgoing messages: |

16. Click the 'Server Settings' tab again, click the 'Advanced’ button, then click the
'SMTP' tab.

17. Select the AXIGEN SMTP server address from the drop-down box as your outgoing
SMTP server.

18. Click 'OK'.
19. Click 'OK'.
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