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1. Abstract

The present document presents a solution for having a functional Instant Messaging (IM) service integrated
with the Axigen mail server and an IM client available from Axigen’s Ajax WebMail interface.

The solution includes the Axigen mail server along with a modified version of the Ajax WebMail interface
(containing an integrated IM client), a separate free IM server and other free components used for making
it functional.

This scenario is mainly intended for use in smaller enterprises and Service Providers that have already
implemented the Axigen messaging platform and use it with one or several medium-sized domains. The
solution has been fully tested and is recommended by the Axigen Team, but it is NOT officially supported.

2. Overview

The IM solution is based on a setup that includes an Axigen mail server with Ajax WebMail service available.
On the client side, a special release of the Axigen Ajax WebMail interface is deployed, having an embedded

Web-based IM Client that is available for use in the same browser window as the Ajax WebMail interface.
The embedded client offers IM features (such as the ability to send and receive instant messages, manage
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the user's status and buddy list etc.) and communicates through XMPP (Extensible Messaging and Presence
Protocol) over BOSH (Bidirectional-streams Over Synchronous) with an IM service described below.

On the server side, a two-tier setup with the following components will be required:

e at least one Axigen mail server that runs with attached Axigen storage in the back-end tier, hosts
users' email accounts and provides messaging and collaboration services through the Axigen
WebMail interface;

e one IM Server that runs in the back-end tier, hosts the users' IM accounts and provides an XMPP-
based IM service;

e one Directory Server running in the back-end tier, that is used for integration and provides
authentication for both email and IM accounts; in case of specific implementations and setup
conditions, the directory server may provide LDAP-based account synchronization between the
Axigen mail server and IM server on one side, and the LDAP server on the other side;

e at least one stateless Web Proxy Server that runs in the front-end tier and dispatches HTTP-based
requests in the following way:

o web pages and SOAP requests coming from the Axigen WebMail interface will be routed to
the WebMiail service on an Axigen mail server in the back-end tier;

o XMPP (over BOSH) requests coming from the web-based IM client will be routed to the
XMPP service on the IM server.

From the end-user's perspective, things are happening as follows. The user logs in from the login page of
the Axigen WebMail interface and, at that moment, a new WebMail session is created based on
authentication using the LDAP server through the channel Web Proxy Server - Axigen mail server and a new
IM session is created also based on authentication using the LDAP server through the Web Proxy Server -
IM Server channel. After a successful authentication, the user simultaneously accesses both the email
account and the IM account from the same browser window (tab), being able to work with email messages
and folders, PIM information and instant messages at the same time.

In order to have a commonly used degree of security, the WebMail and IM session are usually (and
recommended) based on HTTP secure (HTTPS) connections between the browser-hosted components
(WebMail interface and IM client) and Web Proxy Server. That is why the Web Proxy Server that is being
used should support and provide a HTTPS proxy service.

From the administrator's perspective, there are two possible situations related to user provisioning. If the
LDAP Server is used only as a common source of authentication for both WebMail and IM services, then the
users' accounts should be provisioned both on the Axigen mail server and the IM Server, and common
authentication support should be configured and provisioned in the LDAP Server. If the LDAP Server is also
used for synchronizing with the database of accounts on both the Axigen mail server and IM Server, then
the users' account should be provisioned only in LDAP, which will be a more convenient and reliable way of
managing accounts, since a single point of provisioning may be used.

3. Deployment

The proposed IM solution, generally described in the previous section, has been successfully defined,
deployed and tested by the Axigen Team, in order to respond to the need of having an IM service available
along with the Axigen messaging and collaboration services.

It has been deployed on 32-bit (CentOS 5.4) Linux machines and tested with browsers supported by the
Axigen WebMail and it includes the following specific components:
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e the component used as Directory Server is the OpenLDAP server (http://www.openldap.org),
version 2.4.21, which is a commonly-used, reliable and easy to integrate free LDAP server;

e the component used as IM Server is the eJabberd server (http://www.ejabberd.im), version 2.1.5,
which is a reliable and scalable XMPP-based free IM server;

e the component used as IM Client embedded in the Axigen WebMail interface is the JWChat client
(http://blog.jiwchat.org/jwchat), version 1.0; a modified version, skinned properly for a good
graphical integration with the Axigen WebMail interface, is included in a special package of the
WebMail HSP files (http://www.axigen.com/mail-server/download/#additional-modules);

e the component used for providing messaging and collaborations services is the Axigen mail server,
version 7.6.0;

e the component used as Web Proxy Server is one of the following:

o the Apache Web Server (http://httpd.apache.org/) version 2.2.17;
o the Axigen mail server version 7.6.1 with the WebMail Proxy service running as a HTTP
request dispatcher.

The diagrams below depict the logical components of the solution and the way they have been deployed.
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This first diagram shows the solution with the Apache Web Proxy, which can be used if the Axigen License Key does not include the WebMail Proxy Add-on.

™

(-E-man Server———
Axigen Mail Server

Webmalil Service -

WebPage / SOAP

rCIienl SYSLeM

Request (HTTP) ,-LOAP Sewerﬁ
Web Browser /NVED PLOXy SEIVElmmmmny Openl.DAP Server
Ajax Apache Web Server
g WebPage | SOAP
Waebmail Interface Rea ue;l”ZHﬂMS LDAP Service

Internet

JWChat
IM Client e XMPP Roques:

(BOSH'Secure)

~>|  XMMP Sence

Ejabberd Senver

- Page 4 of 20 -


http://pmsrv.gecadco.local:8888/wiki/index.php/File:Diagram_for_Axigen_and_IM_Service_-_Apache_Proxy.jpg
http://pmsrv.gecadco.local:8888/wiki/index.php/File:Diagram_for_Axigen_and_IM_Service_-_Apache_Proxy.jpg

= Ixigen

MESSAGING

This second diagram shows the solution with the Axigen Web Proxy, which can be used if the WebMail Proxy Add-on is available in the Axigen License Key.
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The scenario presented with the proposed solution includes only one domain. Email and IM services will be
available to all the accounts in that domain. It is also presumed that the domain is named "example.org"
for the example purpose. However, the solution is not limited to a single domain, as multiple domains may
be deployed in the same setup.

3.1 OpenLDAP Server

The OpenLDAP Server must be installed and configured on a Linux host. More information about these
operations can be found in the "OpenLDAP Administrator's Guide" available here:
http://www.openldap.org/doc/admin24/

For describing this solution, it is assumed that the OpenLDAP Server runs on a host named
"Idapserver.local” which should be available in the back-end tier.

The main role of the OpenLDAP server is to support user authentication against the same credentials for
both the Axigen mail server and eJabberd IM Server. However, the OpenLDAP server may be configured to
support LDAP-based account synchronization with both the Mail and IM servers.

The following configuration settings must be applied to this server in the “slapd.conf" configuration file:

e an database and its associated DIT (Directory Information Tree) must be defined; this database will
store a LDAP entry for each email account in the "example.org"” domain hosted on the Axigen mail
server and the corresponding IM account hosted on the eJabberd IM Server;

e if account synchronization with the Axigen mail server is going to be used, then the LDAP schema
must be extended with the Axigen-specific definitions, and Synchronization Provider must be
installed and configured on the OpenLDAP server;

e the defined database will be populated with the root entry corresponding to the “example.org”
domain and the entry corresponding to the "postmaster"” account.

With these settings, the "slapd.conf" file should include the following information:

include /etc/ldap/schema/core.schema

include /etc/ldap/schema/cosine.schema
include /etc/ldap/schema/inetorgperson.schema
include /etc/ldap/schema/misc.schema

# include Axigen-specific schema definitions

include /etc/ldap/schema/axigen.schema
pidfile /var/run/sldapd/slapd.pid
argsfile /var/run/sldapd/slapd.args
serverlD 1

modulepath /usr/lib/ldap

moduleload back bdb.so

moduleload back meta.so

moduleload back ldap.so

# load sync-provider overlay to support synchronization with Axigen Mail Server
moduleload syncprov.la

# define database for example.org domain

database bdb
suffix "dc=example,dc=org"
rootdn "cn=admin, dc=example,dc=org"
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rootpw secret
directory /var/lib/ldap
index objectClass eq
index ou,cn,mail, surname, givenname eq, pres, sub
index entryUUID, entryCSN eq

# configure sync-provider overlay

overlay Syncprov
syncprov-checkpoint 100 30
syncprov-sessionlog 100

More details about this type of synchronization can be found in this article:
http://www.axigen.com/knowledgebase/How-to-synchronize-Axigen-to-LDAP 267.html

To populate the LDAP database with the root entry corresponding to the "example.org" domain and the
entry corresponding to the “postmaster” account, the following LDIF files can be used, along with the
"slapadd" tool:

# example.org.ldif file
dn: dc=example,dc=org
objectClass: dcObject
objectClass: organization
dc: example

o: Example Company

dn: cn=Postmaster Account,dc=example,dc=org
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson
objectClass: axiAccount

cn: Postmaster Account

sn: Postmaster

uid: postmaster

userPassword: secret

mail: postmasterlexample.org
mobile: +40723445566

slapadd -1 example.org.ldif

3.2 eJabberd IM Server

The elabberd IM Server must be installed and configured on a Linux host. More information about these
operations can be found in the "ejabberd Installation and Operation Guide" available here:
http://www.process-one.net/en/ejabberd/guide en

For describing the solution, it is assumed that the elabberd IM Server runs on a host named
"imserver.local"” which should be available in the back-end tier.

The role of the eJabberd IM Server is to provide instant messaging capabilities to the users having email
accounts on the Axigen mail server. This role is accomplished by responding to the XMPP-over-BOSH
request coming from the JWChat IM Client.

In the proposed solution it is important to have some kind of synchronization between the databases of

accounts stored in the OpenlLDAP Server and for the elabberd IM Server. Equivalent to such
synchronization is to have accounts defined for the elabberd IM Server stored in the OpenLDAP Server.
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Supposing that the Axigen-specific LDAP schema is deployed on the OpenLDAP Server, this is possible by

using the specia

I"

'mod_vcard_Idap" module of the eJabberd IM Server and a proper mapping of the LDAP

attributes; more information about the usage of this module can be found here: http://www.process-
one.net/en/ejabberd/guide entthtoc64

In order to have groups of IM accounts whose member accounts can see and communicate one with each
other, the shared rosters capability in the eJabberd IM Server must be enabled.

The following configuration settings must be applied to this server in the "ejabberd.cfg" configuration file:

"example.org" must be indicated as being hosted on the IM Server;

the "mod_http_bind" module must be loaded to support the XMPP-over-BOSH protocol;

a port for receiving XMPP-over-BOSH requests must be opened;

a secure port for running Axigen’s WebAdmin service must be opened; by using this service, an
administrator can perform roster management;

authentication on the IM service must be done in LDAP using "Idapserver.local”, so LDAP-based
authentication must be configured and enabled;

administrative permissions must be granted to the "postmaster" user from "example.org" to allow
this user to perform IM service management;

if LDAP-based account synchronization is going to be used, the "mod_vcard_Idap" module must be
configured and enabled to store the IM account in the OpenLDAP Server;

if shared rosters are going to be used, the "mod_shared_roster" module must be enabled to
support them.

With these settings, the "ejabberd.cfg" file should include the following information:

%% set example.org domain to be hoster
{hosts, ["example.org"]}.

{listen, [
%% open the IM service port
{5280, ejabberd http, [ http bind ]}

oo
°

°

open WebAdmin service secure port

{5281, ejabberd webadmin, [

1}.

web admin,
tls,
{certfile, "/etc/ejabberd/imserver.local.pem"}

# set the LDAP-based authentication

{auth method, ldap}.

{ldap_servers, ["ldapserver.local"]}.
{ldap_encrypt, none}.

{ldap port, 389}.

{ldap_rootdn, "cn=admin,dc=example,dc=org"}.
{ldap_password, "secret"}.

{ldap base, "dc=example,dc=org"}.

{ldap uids, [{"uid", "%u"}]}.

[

%% grant administrative permissions to postmaster
{acl,

admin, {user, "postmaster", "example.org"}}.

{access, configure, {allow, admin}}.

{modules, [
%% load the module for XMPP-over-BOSH
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{mod_http bind, []},

%% load and configure the module for external LDAP database
{mod vcard ldap, [
{ldap_servers, ["mydomainhost"]},
{ldap_rootdn, "cn=admin,dc=mydomain,dc=test"},
{ldap password, "secret"},
{ldap base, "dc=mydomain,dc=test"},
{ldap vcard map, [
{"NICKNAME", "%s", ["axiNickName"]},
{"FN", "%s", ["displayName"]},
{"FAMILY", "%s", ["sn"l},
{"GIVEN", "%s", ["givenName"]},
{"MIDDLE", "%s", ["axiMiddleName"]},
{"ORGNAME", "%s", ["axiCompany"]},
{"ORGUNIT", "%s", ["axiDepartment"]},
{"CTRY", "%s", ["c"1},
{"LOCALITY", "%s", ["1"]},
{"STREET", "%s", ["street"]},
{"REGION", "%s", ["st"]},
{"PCODE", "%s", ["postalCode"]},
{"TITLE", "%s", ["title"]},
{"URL", "%s", ["wWWHomePage"]},
{"TEL", "%s", ["mobile"]},

{"EMAIL", "%s", ["axiPersonalEmail"]},
{"BDAY", "%s", ["axiBirthday"]},
{"ROLE", "%s", ["axiProfession"]} 1},

{ldap search fields, [
{"User", "%u"},
{"Nickname", "axiNickName"},
{"Given Name", "givenName"},
{"Family Name", "sn"},
{"Email", "axiPersonalEmail"} 1},
{ldap search reported, [
{"Full Name", "FN"},
{"Given Name", "GIVEN"},
{"Family Name", "FAMILY"},
{"Email", "EMAIL"} 1} 1}

%% load the module for shared rosters
{mod shared roster, []},

3.3 Axigen Mail Server

The Axigen mail server must be installed and configured on a Linux host. More information about these
operations can be found in the Axigen mail server documentation available here:
http://www.axigen.com/mail-server/documentation.php

For describing the solution, it is supposed that the Axigen mail server runs on a host named
"mailserver.local" which should be available in the back-end tier.

The role of the Axigen mail server is to provide email-based messaging and collaboration capabilities to the

users having email accounts on the Axigen mail server. This role is mainly accomplished by the Axigen
WebMail interface loaded in a web browser and the WebMail service running server-side.
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The following configuration settings must be applied to this server by using the administration services
(WebAdmin or CLI) or the "axigen.cfg" server configuration file:

e the WebMail service must be enabled;

e standard listener must be defined and enabled for this service, with no SSL support;

e a special version of WebMail HSP files (http://www.axigen.com/mail-server/download/#additional-
modules) with an embedded JWChat IM Client must be installed in a location ("webmail-im/") that
is used as page source directory by the WebMail service;

e authentication on the WebMail service must be done in LDAP by using "ldapserver.local”, so a
LDAP connector for this server must be defined and used;

o the "example.org" domain must be created using administrative services;

e if LDAP synchronization is going to be used, the same LDAP connector must be used for the
synchronization of accounts in the "example.org"” domain.

With these settings, the "axigen.cfg" file should include the following information:

Server {
serverName = "mailserver.local"

# enable Webmail service
services = (
webmail

)

userDb = {
# define a LDAP connector used for authentication and possibly for
synchronization

ldapConnectors = (
{
name = "ldapserver"
1dapURI1 = "ldap://ldapserver.local:389"
serverType = OpenLDAP
bindDN = "cn=admin,dc=example,dc=org"
bindPass = "secret"
synchronizationDirection = bothWays
synchronizationConflictResolution = ldapWins
accountBaseDN = "dc=example,dc=org"
}
)
}
webmail = {
# enable default listener for Webmail service
listeners = (
{
address = "0.0.0.0:8000"
enable = yes

sslEnable = no

)

# set HSP source location to pages including IM support
path = "webmail-im/"
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# set LDAP-based authentication through the defined connector

userDbConnectorType = ldapBind

userDbConnectorName = "ldapserver"

The "example.org" domain can be created by using the WebAdmin service, from the “Manage Domains"

page:

Exigen

WebAdmin

R

E“ Services

B Domains & Accounts ,- Alphabetical List

Manage Domains
Manage Accounts
Groups i
Mailing Lists
Public Folders
‘Acéouni‘élasées

7R Security & Filtering

B# Logging

28 Back-up & Restore &)

é'g Automatic Migration

Clustering

& Administration Rights &

4> | contact Support | Logout admin

There are no domains defined yet.

i* Add Domain |
7\
@‘
© Top revel domain
in of [7 z]
: , 2
New domain name: | exampie.org ]
Postmaster password: L ovnne ] Set Rondoml
[¥] Enable groupware support
Storage iocation detaiis: | Show |
~ Advanced Config Quick Add ]
>

The LDAP synchronization can also be enabled on the "example.org" domain from the WebAdmin service,

from the “Configure Domain" page:

- Page 11 of 20 -


http://pmsrv.gecadco.local:8888/wiki/index.php/File:Axigen_and_IM_Service_Integration_-_Create_Domain.jpg
http://pmsrv.gecadco.local:8888/wiki/index.php/File:Axigen_and_IM_Service_Integration_-_Create_Domain.jpg

CIxigen

MESSAGING
-
Elxigen -~ : :
. ' Contact Support | Logout admin
WebAdmin n [
< Back to: {Manage Comains)
. Global Settings 7 :
= bl Settngs Configure Domain example.org
Services
' Domains & ACCOunts () Domain Message lessage Account
N General Aliases Filters Appender Defaults Storage
Manage Domains
Manage Accounts Settings i [7)
CGroups Services )
Mailing Lists =
Public Folders Cachel o]
Account Classes Groupware )

— . P == -
F»fﬁ Security & filtering LDAP Synchronization

&) oisavied

@ Enable LDAP synchronization

LDAP connector }_Ep_gggr_-f_e_r_
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Automatic Migration That's it, I'm done
2 » Save Configuration
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3.4 Apache Web-Proxy

The Apache Web Server must be installed and configured on a Linux host. More information about these
operations can be found in the "Apache HTTP Server Documentation available here:
http://httpd.apache.org/docs/2.0/

For describing the solution, it is assumed that the Apache Web Server runs on a host named
"webmail.example.org" which should be available in the front-end tier and should be visible from the
Internet.

The role of the Apache Web-Proxy is to separate and dispatch the WebMail request coming from the
Axigen WebMail interface to the Axigen mail server in the back-end tier, and the XMPP-over-BOSH requests
coming from the JWChat IM Client to the eJabberd IM Server also running in the back-end tier.

The "mod_proxy" module is used to implement the dispatching of the requests. The following
configuration settings must be applied to this server and they are reflected in the content of the
"httpd.conf" configuration file:

e avirtual host must be defined, listening on the 443 secure port;

e SSL server certificate must be generated and deployed on the server;

e rules must be defined for dispatching the HTTP requests separately, depending on their initiator:
the WebMiail interface or the IM client.

With these settings, the "httpd.conf" file should include the following information:

<VirtualHost *:443>
ServerName webmail.example.org
LogLevel warn
ErrorLog /var/log/apache2/jwchat error
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CustomLog /var/log/apache2/jwchat access combined

# SSL Engine Switch:

# Enable/Disable SSL for this virtual host.
SSLEngine on

SSLProxyEngine on

# SSL Certificate
SSLCertificateFile /etc/ssl/certs/webmail.example.org.pem
SSLCertificateKeyFile /etc/ssl/private/webmail.example.org.key

# Route http-bind requests to IM Server
ProxyPass /http-bind/ http://imserver.local:5280/http-bind/
ProxyPassReverse /http-bind/ http://imserver.local:5280/http-bind/

# Route all other requests to Email Server
ProxyPass / http://mailserver.local:80/
ProxyPassReverse / http://mailserver.local:80/

AddDefaultCharset UTF-8
Options +MultiViews

</VirtualHost>

3.5 Axigen Web-Proxy

The Axigen mail server must be installed and configured with the WebMail-Proxy service active. The
capability of separating the Axigen WebMail requests from BOSH requests and dispatching the former ones
to an Axigen mail server in the back-end, and the later ones to an elabberd IM Server, is going to be
available in Axigen version 7.6.1. This capability is provided by the WebMail-Proxy service running in a
restricted mode, in which the other functions of this service (e.g. routing and authentication) are not
available.

en
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For describing the solution, it is assumed that the Axigen mail server with Web-Proxy role runs on a host
named "webmail.example.org" which should be available in the front-end tier and should be visible from
the Internet.

The following configuration settings must be applied to this server by using the administration services
(WebAdmin or CLI) or the "axigen.cfg" server configuration file:

the WebMail-Proxy service must be enabled, if it is available from the License Key;

a secure listener must be defined and enabled for this service, with no SSL support;

the SSL server certificate must be generated and deployed on the server;

define rule for static forwarding of HTTP requests coming from the WebMail interface;
define rule for static forwarding of XMPP-over-BOSH requests coming from the IM client.

With these settings, the "axigen.cfg" file should include the following information:

Server {
# enable Webmail-Proxy service
services = (

)

webmailProxy

webmailProxy = {
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# enable a secure listener
listeners = (
{
address = "193.230.245.1:443"
enable = true

sslEnable = yes
sslControl = {
certFile = "webmail.example.org.pem"

}
)
# static routing of the requests coming from Webmail interface
mappingData = {

userMap = "none"
mappingHost = "mailserver.local"
mappingPort = "8000"

}
# NEWLY INTRODUCED: static routing of the requests coming from IM client
httpBindBackend = "http://imserver.local:5280"

3.6 JWChat IM Client

The JWChat IM Client is a free open-source web-based IM client, developed using Ajax technology and
using XMPP-over-BOSH to communicate with an IM server having such support, such as the case with the
elabberd IM Server. The client has been skinned in order to have a proper graphical integration with the
Axigen WebMail interface. The modified source code has been inserted into the package of the Axigen
WebMail HSP files.

Considering that the special package including IM support is installed in the "webmail-im/" directory of the
"mailserver.local" host, the JWChat files are installed under the sub-directory "webmail-im/jwchat/".

The IM support must be enabled in order to be available (loaded) within the Axigen WebMail interface. This
can be done by using the following setting in the "webmail-im/private/index.hsp" page:

<% IM SUPPORT = "true" %>

The JWChat IM Client must be instructed where to send its requests. This can be done by using the
following configuration settings that must be inserted into the "webmail-im/jwchat/config.js" file:

// use secure connection

var CONNECTION SECURE = true;

// set the address for the destination server

var IM SERVER URL = "https://webmail.example.org:443/http-bind/";

If secure communication is set, then the CA certificate must be added to the trusted CA certificates in the
browser being used and, also, the SSL server certificate must be added to the trusted sites certificates in
the same browser. If the CA certificate is not added to the browser CA certificate list, the user has to
manually add a server certificate exception for the "webmail.example.org" server.
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4. Usage

4.1 Starting Services

After installing and configuring all the servers in the way indicated in the previous section, the services on
these servers must be started in a certain order.

The LDAP service on the OpenLDAP Server must be started first, to be available for authentication and
possibly synchronization with the Axigen mail server and eJabberd IM Server. This can be done with the
following command run as "root" user on the "ldapserver.local" host:

/etc/init.d/slapd start

The IM service on the elJabberd IM Server must be started, using the following command run as “root" user
on the "imserver.local” host:

/etc/init.d/ejabberd start

The messaging services on the Axigen mail server must be started, using the following command run as
"root" or "axigen" user on the "mailserver.local" host:

/etc/init.d/axigen start

The web-proxy service on the Apache Web-Proxy Server must be started, using the following command run
as "root" user on the "webmail.example.org" host:

/etc/init.d/httpd start

If the Axigen Web-Proxy Server is used, the web-proxy service must be started in way similar to the one for
the Axigen mail server.

4.2 Account Provisioning

Account provisioning includes the following three operations: create account, update account settings and
delete account, applied for both email and IM accounts.

If only LDAP-based authentication is used in the proposed IM solution, the account provisioning must be
performed in three points: on the OpenLDAP server (at least account credentials), on the Axigen mail server
and on the elabberd IM Server.

However, the more convenient way for the proposed IM solution is to used LDAP-based synchronization
between the Axigen mail server and OpenLDAP Server and the synchronization-equivalent functionality of
deploying the IM accounts for the eJabberd IM Server in the same OpenLDAP Server. In this case, the major
advantage is having a single point of account provisioning only on the OpenLDAP server.

To populate the directory with information about your organization, create a Idif file: Simultaneously, an
email account and an IM account are created by adding a proper entry in LDAP database, by using a LDIF
file like the following one, along the “Idapadd” tool:

# john.doe-example.org.ldif

dn: cn=John Doe,dc=example,dc=org
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson
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objectClass: axiAccount

cn: John Doe

sn: Doe

givenName: John

uid: john.doe

userPassword: gwel23

mail: john.doe@example.org
mobile: +40723555666
axiNickName: Johnny
axiCompany: Example Company
axiDepartment: Sales
axiPosition: Account Manager

ldapadd -D "cn=admin,dc=example,dc=org" -W -x -f john.doe-example.org.ldif

In case the LDAP synchronization between the Axigen mail server and OpenLDAP Server is set to the
"bothWays" mode (meaning that any change in the OpenLDAP Server will be propagated to the Axigen
mail server and the other way around), then an additional single point of account provisioning may be
considered on the Axigen mail server through its administrative (CLI and WebAdmin) services.

Exigen - : :
. y i Centact Support | Logout admin
WebAdmin L
&5, Global Settings -
S Manage Accounts E7*Add Account
7 : : TN
5 @‘
T E——— \phabetical Li Domain name: exémple.crg
PR Domains & Accounts (@ Alphabetical’liist.~ 77 777 77 7777 7 | i
Manage Domains Domain I # Account Name First name Last name
Manage Accounts Fiter domains 1 postmaster Ljo,h,“, ~ ‘ L,Df? 4 o
Groups IVD;&m:v».': "am ) i
Mailing Lists erampie ot Accountname: | jonn.doe ‘@example.org
Public Folders ACCount pasS\WOrd: | eeseed | SetRr |
Account Classes Domain 1 of 1
FQ Security & Filtering & ] Basicaccount type
Note: Account setitings are inherted from the domain defaults
v Advanced Config Quick Add
. A

4.3 Roster Management

Shared rosters can be defined through the eJabberd WebAdmin interface which, in the presented scenario,
can be accessed by using the URL "https://imserver.local:5281/admin" and the
"postmaster@example.org" account. To create only a group with all the accounts in the "example.org”
domain, one shared roster @all@ with all IM accounts may be created.

Multiple rosters in the same "example.org"” domain can be defined by using the same interface, each one
possibly corresponding to a department within the organization that owns this domain.
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ejabberd Shared Roster Groups
Access Control Lists Guide: mod shared roster
Access Rules [ Development
Virtual Hosts [ Einancial
example.org [ Marketing
Access Control Lists 0. Sales
Access Rules I |m
Users
Online Users
Last Activity
Nodes
Statistics
Shared Roster Groups
" Nodes
Statistics

ejabberd (o) 2002:2010 ProcessOne

Member-account can be added for each defined roster, also by using the eJabberd WebAdmin interface.

cjabberd Shared Roster Groups

Access Control Lists [Gulde: mod_shared_roster]
Access Rules Group Sales
Virtual Hosts Name: [sales |

example.org Description: Sales Department
Access Control Lists

Access Rules

Users
Online Users - john.doe@example.org
Last Activity
Nodes
Statistics Displayed Groups: Marketing, Financial|
Shared Roster Groups

Nodes

Statistics

ejabberd (¢) 2002-2010 Processone

More details about shared roster can be found here:
http://www.process-one.net/en/ejabberd/guide en#htoc59.

- Page 17 of 20 -


http://pmsrv.gecadco.local:8888/wiki/index.php/File:Axigen_and_IM_Service_Integration_-_Shared_Roster_Management.jpg
http://pmsrv.gecadco.local:8888/wiki/index.php/File:Axigen_and_IM_Service_Integration_-_Shared_Roster_Management.jpg
http://pmsrv.gecadco.local:8888/wiki/index.php/File:Axigen_and_IM_Service_Integration_-_Roster_Members.jpg
http://www.process-one.net/en/ejabberd/guide_en#htoc59

|
= xigen
e MESSAGING
4.4 Email and IM Services

The Instant Messaging service can be accessed by the users directly from Axigen's Ajax WebMail. The list of
available contacts, grouped in rosters, is integrated on the right side of the interface.

TECHNOLOGY

EXI@N FrEVERT L/ Edt your AntiSpam preferences in the Settings » AntiSpam section. | o
@ Check email | Unconfirmed Messages | Alici \
| N ﬁ ’ Q- alicia
| e S =
v = 1 . 1 v R ——
BL4 Mailoox | Alicia [ ¥ 5] From i@?! Subject | Received v i Size ¥ | work
24 Inbox ’7 postmaster@exam The unconfirmed Messages folder - What is this fold  Mon, 11:03 &M 25KB ) anthony taylor
4 Drafts (1) ’
x5 sent @ iohn.doe
I Trash @ patricia.miller
L@ spam
:F_»\ Unconfirmed Messages stuart.smith
b | Jabber
¥ | Friends
() diana
o
- @ karl
[»| The Unconfimed Messages folder, from postmaster@example.com Mon, Oct 4, 2010 11:03 AW é @ ronny
What is Identity Confirmation? # ted
Axigen’s Identity Confirmation (c) semvice is basically a Challenge / Response anti-spam system r
designed to protect your Inbox from automated, unsolicited emails. 151
How does Identity Confirmation work?
Identity Confirmation ensures that you only have valid messages in your Inbox, messages that have been
@ Contacts ‘confirmed’ to be from REAL and legitimate senders.
+ (] Preferences | Help
— | The alanrithm tan achisye this is vens simnle- Y
gimin Y
Lo1) ‘!\ m || ™ e Source

Copyright ® 2004-2010 GECAD Technologies. All rights reserved. 1 item, 1 selected ||'

The user can see his / her username and status at the top of the list of users. Clicking on the status icon
(indicator) allows the user to change his / her status, by choosing a new one from the list, as well as set a
custom status message. Here are the possible statuses, along with their associated icons (indicators):

[~ User is online / User is willing to chat

= User is away

@ User is not available / User doesn't want to be disturbed
User is offline / User is invisible

@ uUser hasn't authenticated you

@ John Doe Left-clicking on a user pops up a message window.

hi there|
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A set of operations can be performed when right-clicking on a

user in the list, by simply using the contextual menu. Common
O alicia options include:
online

e Send Message: Opens the message dialog for this user.

e Start Chat: Opens a chat window for this user.

e Edit User: Opens the edit dialog for this user, where his
nickname can be set and the groups he / she belongs to
can be changed.

e Show Info: Shows the user's profile.

¥ | Work

anthony taylor

@ john. Start Chat

@ patric Send Message

S Presence e Resubscribe: Opens a subscription request for this user
Edit User e Remove: Removes this user from the contact list
P | Jabt  show Info ‘ (completely) and revokes the authentication for him / her
¥ | Friel  Edit Note (if any).
diana Resubscribe
Remove New users can be added by clicking on the “+" icon below the
@ karl contact list.
&) ronny
ted The "Preferences" window allows users to customize their IM
client (e.g. have offline users shown or hidden, play sounds) and
e \:ﬁ Preferences | Help can be opened by clicking on the corresponding link below the
contact list.

5. Conclusions

The proposed IM solution is mainly addressed to small enterprises and Service Providers and can scale up
to 1000 users within tens of domains. The scenario presented here includes a single domain corresponding
to a single organization. In a scenario for Hosting Providers, multiple domains corresponding to different
organizations or organizational units can be defined by making the proper configuration extensions for the
OpenLDAP Server, elabberd IM Server and Axigen mail server.

The setup presented in this document included only one host for each type of server: LDAP Server, Email
Server, IM Server and Web-Proxy. To scale up to a much larger number of accounts, Axigen’s plans for
future developments of this solution include supporting multiple Axigen Web-Proxies with dynamic LDAP-
based routing of requests towards multiple Axigen mail servers and elabberd IM Servers running in the
back-end tier.

The proposed solution has been tested on hosts with 32bit CentOS 5.5 Linux. The Axigen mail server and
Axigen Web-Proxy can run on 64bit Linux platforms or on 32bit and 64bit Windows platforms. The Apache
Web-Proxy and elabberd IM Server can run on 64bit Linux platforms or 43bit Windows platforms.

Other Axigen plans include:

e configurable availability and functionality of the IM service in Axigen WebMail interface; this kind of
configuration should be available from the Axigen administration services (CLI and WebAdmin);

e more features available in the IM client (e.g. file transfer) and a better integration of the IM client
with the Axigen WebMail interface;

e an enhanced management of the IM buddy list in direct relationship with the user's contact lists.

e a better integration of the roster management on the eJabberd Server better with the Axigen mail
server and OpenLDAP Server.
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Axigen Copyright © 2010 Gecad Technologies S.A. [Axigen]. All rights reserved.

This material or parts of the information contained herein cannot be reproduced in any form or by any
means without the prior written permission of Axigen. The product and the documentation that comes
with the product are protected by Axigen copyright. Axigen reserves the right to revise and modify its
products and documentation according to its own necessities, as well as this document content. This
material describes a status, as it was in the moment this material was written and may not correctly
describe the latest developments. For this reason, we recommend you to periodically check our Website,
http://www.axigen.com

Axigen cannot be held responsible for any special, collateral or accidental damages, related in any way to
the use of this document. Axigen does not guarantee either implicitly or explicitly the suitability of this
material for your specific needs. This material is provided on an 'as-is' basis.
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